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IBM Blockchain

Blockchain will fundamentally change business processes

Traditional

Auditor’s
records

@

Party B’s
records

Party A’s

records House

Bank’s
records

... Inefficient, expensive, vulnerable

With Blockchain

Digitally signed,
encrypted
transactions & ledger

All parties have
same replica
of the ledger

... Consensus, provenance, immutability, finality
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Key Concepts

Benefits

Blockchain creates a new style of network — transforming business processes & transactions

Append-only distributed
system of record shared
across business network

Shared Ledger

Ensuring appropriate visibility;
Permissions transactions are secure,

authenticated & verifiable
Business terms embedded in Smart

transaction database &
executed with transactions

Consensus
Contracts

All parties agree to network

verified transaction
Transaction time from days to

Reduce
near instantaneous

Removes
Time

Overheads and cost
Costs

intermediaries
Data loss, Tampering, fraud,

Reduce
cyber crime

NS

New Business

into supply chain
Models

loT Integration
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Blockchain Landscape

Distributed ledger market encompasses a range of technologies and organizations with different objectives

DLT Alternatives

Chain

Bitcoin
Corda

Ethereum

Hyperledger Fabric R3

Enterprise Ethereum Alliance

. Stellar
Ripple
DAH Quorum

Non-
Cryptocurrency  Cryptocurrency

Categorization

Anonymous Permissioned
Drive value of cryptocurrency Cryptocurrency for a business
use-case
* STELLAR

& ETHEREUM

f ripple
Blockchain for business

@Chain ¢-rda
.» HYPERLEDGER
Standards bodies and consortiums
. HYPERLEDGER 3

r
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IBM Strategy: Transforming Industries and Business Processes with Blockchain

IBM Blockchain
Ecosystem

Education, support and partner services to create a thriving
ecosystem for Blockchain

Blockchain Solutions Solutions to transform business processes and industries
m Srafile by_/ creating gnd opgrgting Blockchain Business Networks
with enterprise participants

Secure Blockchain Platform on the Cloud with developer
services and production grade capabilities to enable the
creation and management of Blockchain business networks

IBM Blockchain
Platform

Blockchain Services

Provide

"> HYPERLEDGER With The Linux Foundation community to ensure the best
" Project Invest possible foundation for Blockchain in a commitment to
/ open standards, open source and open governance

*Hyperledger Fabric is a blockchain framework implementation and Hyperledger Composer is a tooling environment for blockchain and two of the projects hosted by The Linux Foundation.
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Blockchain is a C-Suite Initiative across all Industries

IBV Global C-Suite Study “Forward Together” found 8% of Companies have Blockchain projects underway, & 34% expect to this year

% Blockchain Explorers across industries

Banking & Financial Markets
Healthcare

Information technology (IT) and...

Telecommunications

Insurance

Government and public services
Automotive

Petroleum

Aerospace and defense

Travel

Electronics

Transportation

Chemicals

Energy and utilities

Industrial products

Life sciences and pharmaceuticals
Retail

Consumer products

Education

Media and entertainment

20%
15%
12%
10%
8%
8%
8%
7%
7%
6%
6%
4%
4%
3%
3% ﬁ Blockchain
3% Explorers
3%
3%

2%

IBV C-Suite Blockchain Survey, n=2965 May 2017

Best Practices from Blockchain Explorers

Orchestrate for economic advantage: Get the business
model right and make sure all participants, not just the
founders, see economic benefit.

Establish a circle of trust: Blockchain is all about the
network. Test the linkage with a “minimum viable
ecosystem”, not just a minimum viable product. Consider
including competitors as well.

Learn fast & keep an open mind: There is an opportunity
for a first mover advantage, if only to develop skills and
test use cases. But expect new learnings and be prepared
to pivot quickly.
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Examples of client engagements and active blockchain networks

Trade Finance

Pre and Post Trade

Complex Risk Coverage

Digttell Trade Chain
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Building Communities in Blockchain Networks

Consortium Based Network

Member @
@ Member

\

\
\

Member @

Founders are equal among other
participants, may include a joint legal
entity among the founders (e.g. — JV)

(1L
Examples: JPX
IBM Food

we.trade || “syery

Founder Directed Network

Community Based Network

Member Member

Member Member

Individual founderin a
position to provide strong
direction

T NORTHERN

U
\I}/ TRUST

Fundamental to FX

Examples:

Member Member

......

Member Member

Driven by industry standards
bodies or existing non-
blockchain network owners

Examples:

(SWIFT
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Food Traceability

What?
» Traceability of food from “farm to fork”
How?

= Blockchain holds history of food items processed
through entire supply chain

Offerings
= Product Recall Assistant
= Free Data Entry & Access

= Certificate Manager

Benefits

» Increased trust — multiplied by each participant in
food supply chain

» Pinpoint source of compromised food, reducing
the unnecessarily broad recall

» Improved co-ordination in food supply chain

9

Walmart > < Dnfe Nestlé @ McL ANE

NTELLIGENT SOLUTIONS
Save money. Live better.

. M @

golden state foods
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Compromise Contamination Spoilage
Tampering, Toxins, insects, Temperature,
misrepresentation, bacteria, viruses humidity, expiry
substitution

Legal culpability Social impact
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B maersk Global Trade Digitization

An open, extensible platform for Care “ :“ s chen feer
sharing shipping events, messages, ) Transporion P
and documents across all the actors "o e
and systems in the supply chain \\ /I
ecosystem. s b ‘
® R o
Offerings: Shlppersm e - GTD €==3=== *> G e associatons
« Paperless Trade
«  Shipping Information Pipeline Platform
o e @ e atdpartners . w8 Supely Cha

Important principles internal 7 ~
» Detailed information remains under o vt \\

the control of the owner “ ~ :
 Neutral @ Authorities
* Fault Tolerant Terminals ==: o o atams
« Everyone can work in their own & supserers

systems
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Trusted Identity

What?

New experience for consumers to effortlessly
sign-on to digital services, while remainingin
control of their identity attributes.

How?

Blockchain enables

» No central database or identity honeypots
* No central point of failure

« “Triple Blind” data sharing — PRIVACY

Benefits

Institutions that participate in an ecosystem
benefit with increased customer satisfaction,
reduced risk in identity theft, and new revenue
sources to institutions

11
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IBM and FDA partnership

What

« Create and promote a secure, efficient and
scalable exchange of health data using
blockchain technology.

How

» Blockchain technology will be used to create an
electronic ledger of where and how data is
transferred and exchanged

« Initial trial focus on oncology data

Benefit

» Creating an audit trail through the ledger,
healthcare professionals will be able to:
* hold information leakers accountable
* maintain transparency in what data is
going where
» secure weak spots in the sharing process.

ZDNet  «a

CLOUD INNOVATION SECURITY

TECHPRO MORE

IBM bets on the blockchain to keep your medical data safe

Big Blue believes the secure transfer of medical information can be

achieved through technol
———

._:c;' -

cgy assoclate

d with Bitcoin.

.

IBM has announced a new partnefship with the US Food and Drug

Administration (FDA) in a study designed to determine whether blockchain

technology can be used to keep medical data transfers safe from theft or

exploit.
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CDC Use Case: EHR Reference Data Chain of Custody and Consent

What
» Track the chain of custody of the EHRs and
how they are stored, accessed and moved
through the lifecycle in compliance with
specific governmental regulations
« Manage consent and sharing of EHRs

How

« Each participant agrees to capture the
access and storage of HER data on the
blockchain

» Blockchain creates single view of the EHR
reference data

* Include consent model so that owners of
data can quickly and easily provide consent
for others to access their data and then
record consent to avoid dispute

13

£ coindesk

CDC to Trial Blockchain With IBM

in Bid to Manage Medical Data
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IBM's universal blockchain payment strategy announced at SIBOS

A universal rail for real-time clearing and settlement on an integrated Blockchain network

Sender initiates

payments
Tomorrow’s Process:

Near real-time international
payments

Sender’s
bank

Banking Leaders Involved

BOVA EEE D
e (D
SSBNI mandin

B

Danamon

MIZWHO

—
A WORLDCOM
BANK BRI @BV\C':! balieve n you v FINANCE
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IBM'’s universal
blockchain
payments solution

Recipient’s

" What: b
A multi-ledger, single network for real-time
atomic clearing and settlement using

IBM Blockchain technology

A
/How: R
Collaboration between IBM and technology
partners Stellar.org and KlickEx Group

Initial participants include over 13 financial
institutions

/ enefits:

Create secure, high volume, low-cost
cross-border payments services
without sacrificing margins

P

hank E

+

6 Access new markets and currencies

m with limited risk

& Y,

S1 Trillion business in Cross-border Payments growing at 20+%

Transaction
balance received

Generate new sources of revenue with
value-added products and services
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we.trade — Digital Trade Chain

Project Background

Digital Trade Chain (DTC), is a blockchain-based international trading
system for a consortium of major world banks including Deutsche Bank,
HSBC, KBC, Natixis, Rabobank, Société Générale & UniCredit

Solution

Connects all parties involved in international trade — banks, importers,
exporters, buyers, sellers, transporters, and other appropriate participants
Built on Hyperledger Fabric and IBM Blockchain, DTC allows banks to
extend services and provide more efficient use of capital — fostering
greater participation by small and medium businesses and end-users
Allows rapid deployment of "Smart Contracts" and other tangible aids to
innovative emerging business, trading, and financial activity

Enables accurate trading posture information, order to settlement control,
risk coverage, track and trace options

Target Qutcomes

15

Near-real time exchange of information on a secure platform that digitizes
transactional financing and other complex processes

Continual business and compliance readiness in any regulatory
environment

Scalability that allows for rapid international expansion as business,
regulatory, and security opportunities converge
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BlueAudit — Intercompany Supply Chain Optimization

Project Background
» Transactions over the intercompany supply chain are
subject to compliance and audit on finance,

accounting, transfer pricing, capital control, etc., in
each Jurisdiction.

Solution

« Document intercompany transactions, linkage,
supporting documents contemporaneously through a
blockchain-based application.

« Encode regulatory and trade rules in smart contracts
to enhance control and compliance

Complement exiting systems with minimal disruption

Benefits
* End-to-end traceability & tamper-proof
documentation for external auditing.

End-to-end visibility with resolution preserved for
CFOs, Treasurers, & Internal Auditors, etc.

16

| Blockchain-Based Distributed Ledger
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Comglance & audit

Question intercompany charges
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Solutions

IBM Extensions

Value-add
Tools /
Accelerators

Open Source
Blockchain
Foundation

Deployment
Options

P
LG,
3=

Industry Use Case templates

Data Integration i.e. SAP, CICS, MQ

Food Safety, Universal Blockchain Payments Network, Identity, Private Equity etc...

Watson IOT, APl Management, Messaging, Workflow etc...

IBM Blockchain Platform

DEVELOP AL GOVERN

AR

=t HYPERLEDGER

Web

playground

COMPOSER

Cloud
Developer
Sandbox
(Kubernetes)

Tennant Isolation

Membership Policy
Activation Editor
Multi-Party Workflow

" OPERATE

Always-on by design

Network Business Operational
Operations Operations Monitoring

HYPERLEDGER

IBM Cloud

Crypto Accelerator

FABRIC
Deploy via Docker or Kubernetes

High Security Infrastructure (LinuxONE Emperor)

HSM Secure

D Included in IBM Blockchain Platform

Supported via IBM Certified Docker Images

T .
1 Coming soon

oration
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Only IBM delivers an architecture engineered for

business optimization and delivering signature customer experiences.

Applications, solutions
and services

Targeted solutions for
enterprise businesses

Al

Cognitive building blocks for
developers

Data

Tools to prepare data
for cognitive

Cloud Infrastructure

A highly scalable, security
enabled infrastructure

IBM
Services &
Ind.
Solutions

Watson
Cyber
Security

Weather

Conversation Discovery

Compare
and Comply

Watson
Explore
and
Discover

IBM Risk Watson IBM
an_d Virtual Blockchain
Compliance Agent Platform

Tone 7 Personal
Analyzer Insight

Visual

Recognition Sipeer

Ingestion Storage

Cloud Integration

Document
Conversion

Analytics

Nat Language
Understanding

Cognitive Micro-services

Nat Language
Classifier

Deployment Governance

DevOps Tooling

Networking Compute '

Security

Cognitive
Systems

Object
Storage

Virtual
SEWEES

Private
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Getting started on your blockchain journey

Learn More About
Blockchain

Schedule an IBM
Blockchain Workshop

Develop a Blockchain
Application

19

Activate and Grow your
Blockchain Network
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Thank you!

https://www.ibm.com/blockchain/

mwieck@us.ibm.com
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